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Business Continuity Plan 
 
1.0 Introduction 
 
Business Continuity is the capability of an organisation to continue delivery of services at acceptable predefined 
levels following a disruptive incident. 
 
Business Continuity Planning allows an organisation to proactively mitigate the operational risks arising from an 
incident that may have a negative impact on business as usual. This increases the likelihood of the organisation 
being able to continue its critical activities following a major disruption. 
 
The purpose of this policy is to support the By Design Group Ltd and associated companies (BDG for future 
reference in this document) in clearly identifying its critical activities and capability to resume business as usual 
within agreed timeframes following the deployment of an emergency response. 
 
Effective business continuity planning will increase resilience and minimise disruption. This provides the BDG with 
the capability to ensure continuity of education services, managing young person programmes and interventions - 
providing curriculum and extra-curricular support workshops to schools and to support to BDG  staff and service 
users following any major incident. 
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1.1 How to Use This Plan 
 
Should a disaster impact the BDG ability to operate from one of its core offices or operate some of its core 
functions, this plan is to be used by the responsible individuals designated herein to coordinate the business 
recovery of the necessary areas or departments. This plan is designed to contain, or provide references to, the 
information required at the time of business recovery. 
 
At the time of implementation, senior company personnel, listed here, will execute this plan, informing others of 
their roles, as necessary. 
 
1.2 Objectives 
 
The objective of Learn by Design's Business Continuity Plan is to coordinate recovery and maintenance of critical 
business functions in response to a major disruption or disaster. This can include short-term or long-term 
disasters or other disruptions such as fires, floods, explosions, acts of terrorism, extended power cuts, IT systems 
failures, criminal activity, outbreaks of disease and other natural or manmade disasters. For the purposes of this 
plan, a disaster is defined as any event that renders a business function or facility inoperable or unusable such 
that it interferes with the organisation's ability to deliver essential business services. 
 
1.3 Immediate Priorities 
 
The immediate priorities in a disaster situation are: 
 

1. Ensuring the safety of all employees, volunteers, learners, service users, contractors, visitors, and the 
general public. 

2. Mitigating further threats or limiting the damage additional threats can cause. 
3. Implementing prepared actions to ensure that critical business functions can continue. 
4. Utilising documented procedures to ensure the quick and effective execution of recovery strategies. 

 
1.4 Scope of This Business Continuity Plan 
 
This Business Continuity Plan (Plan for future reference in this document)is limited in scope to recovery and 
preservation of business operations following a serious disaster or disruption that causes either a space or system 
of BDG to become inoperable or unusable. This Plan includes procedures for all phases of recovery as outlined in 
the Business Continuity Strategy section of this document. This document incorporates recovery plans for 
disruptions and disasters effecting key personnel, core facilities and offices operated by BDG, and critical 
technological applications – databases, servers, and other required technology infrastructure. Unless otherwise 
modified, this Plan does not address temporary interruptions of duration less than the time frames to determine 
to be critical to business operations.  
 
The scope of this Plan is localised to events impacting the BDG; it is not intended – beyond providing general 
guidance – to cover major regional, national, or global incidents like the outbreak of war, climate catastrophe, or 
nationwide disease epidemics.  
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1.5 Assumptions 
 
The viability and planned effectiveness of the Plan is predicated on the following assumptions: 
 

1. That BDG Finance, Support Services and Executive Team management has identified available space for 
relocation of a department, business unit or entire office staff which can be occupied and used within two 
days of a major disruption or disaster. Relocation can and will when required include the development of 
homeworking practices. 
2. That the BDG IT provider (Kixo IT Solutions) has multi-site backups available for deployment of all 
business-critical systems which can be deployed within several hours of a major disruption or disaster. 
3. That this Plan is maintained and updated as required as part of BDG annual policy and plan review 
cycle. 
4. That each department within the BDG knows how to respond to a major disruption or disaster, as 
instructed by their relevant head of department. 
5. That the functions referenced in this document can be assigned to individuals as new responsibilities 
on the execution of this plan – they do not have to be existing roles. 

 
1.6 Changes to And Maintenance of The Business Continuity Plan 
 
Each Area Managers, Head of Department or Director at the BDG is responsible for assessing the impact of 
additions or changes to their department will have on the Plan. They will keep recovery tasks and personnel in 
mind when handling promotions, transfers, new employees and leaving employees. Area Managers, Department 
Heads or Directors will communicate all plan changes to their teams, as well as referring up any changes to the 
Policy and Plan Review group so they may adjust the Plan, as necessary. The responsibility for ensuring the most 
up to date version of this plan is stored on the company's shared drives, as well as being stored in other locations 
electronically and in hard copy falls to the BDG Governance and Compliance Manager and the company's Business 
Continuity and Disaster Recovery Lead. 
 
The Finance and Support Services Management department is responsible for periodically monitoring offsite 
office space sufficient for the maintenance of critical functions within recovery timeframes. This includes all BDG 
satellite offices as well as space not currently used by the company.   
 
Kixo, BDG IT provider, will communicate changes along with our Technical Systems Lead to ensure the right 
information is drawn on in the event of plan execution. 
 
The BDG Governance and Compliance Manager, who sits on the BDG Policy and Plan Review Group is responsible 
for ensuring the workability of the BDG Plan. This is periodically verified by active and passive testing, led by the 
Governance and Compliance Manager. Part of this workability testing is ensuring key personnel are sufficiently 
aware of the plan's details. This will occur via training and refresher training about select Plan excerpts, wholesale 
training about the Plan's contents, and practice exercises and tests of the Plan's viability.  
 
The management team will address and inform BDG employees annually about the Plan, notifying staff of any 
changes. 
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1.7  Plan Distribution List 
 
The Plan will be distributed to the following departments and offices, in the following manner: 
 
Plan Copy ID 
Number 

Location/Department Responsible 

BDGBCP001 Tamworth - Group Office Support Services Manager / Executive Team 
   

BDGBCP002 Tamworth  - NCS Office Director of NCS / Assistant Director of NCS 
   

BDGBCP003 Bristol - NCS office NCS Programme Manager 
   

BDGBCP004 Tamworth - Learn Office Director of Programmes  
   

BDGBCP005 Ilkeston - Learn Office Education Outreach Team Manager / Outreach Operations 
Supervisor 

   

BDGBCP006 Kixo IT Solutions Support Services Manager / Executive Team 
 
 
 
2.0 Business Continuity Strategy 
 
This Plan describes the strategy devised to maintain business continuity in the event of a prolonged facilities or 
systems disruption. This strategy would be executed if the BDG, or any of its constituent departments', primary 
facilities or systems become unusable, no longer function, or are compromised in some other way.  
 
2.1 Business Function Recovery Priorities 
 
The strategy is to recover / develop critical BDG business functions at an alternative site location or using 
alternative technical systems infrastructure as the disruption necessitates. This is possible assuming the BDG 
Finance, Support Services and Executive Team Management have identified and maintained suitable offsite space 
and that Kixo IT Solutions (Technical Systems Lead) have procedures in place to provide a recovery service.  
 
 
2.2 Relocation Strategy and Alternate Business Site 
 
In the event of a major disruption or disaster limiting use of BDG office facilities, the strategy is to recover 
operations by relocating to an alternate site including when required homeworking practices. The short-term 
strategies (to handle disruptions lasting less than two weeks), include: 
 
Primary Location Alternate Business Site 
Tamworth - Group Office 
49 Kepler 
B79 7XE 

Kixo IT Solutions 
5 Sycamore Court 
CV5 9BA 
And/or 
Bristol office 
Unit 3, Vincent Court 
BS16 4QF 

  

Tamworth  - NCS Office 
49 Kepler 
B79 7XE 

Bristol office 
Unit 3, Vincent Court 
BS16 4QF 

  



 

 

 
 

           
   

                
 

     
 
 

       
    

  

 
 

              
                 

     
 
 

        
     

  

 
 
By Design Group Ltd, 49 Kepler, Lichfield Road Ind. Est., Tamworth, Staffordshire, B79 7XE. 
Tel:  01827 316297    Fax:  01827 723889    Web:  www.bydesign-group.co.uk 

P a g e  | 6 of 13 
 
 
Design Group Ltd – LBD07A -  Business 
Continuity Plan – January 2021 

 

 
 

Bristol - NCS office 
49 Kepler 
B79 7XE 

Tamworth - Group Office 
49 Kepler 
B79 7XE 

  

Tamworth - Learn Office 
49 Kepler 
B79 7XE 

Ilkeston - Learn Office 
Unit 61, West Hallam Industrial Estate 
DE7 6HE 

  

Ilkeston - Learn Office 
Unit 61, West Hallam Industrial Estate 
DE7 6HE 

Tamworth - Learn Office 
49 Kepler 
B79 7XE 

  

 
A large percentage of BDG workforce are set up for remote working, given the implementation of this plan those 
capable of remote working could do so, rather than relocating to an alternative site. 
 
For all locations, if a long-term disruption occurs (like losing a building to fire) the above strategies will be used in 
the short term. The long-term strategy will be to lease and equip new space in another building in the same 
geographical area.  In the event of UK or constituent political requirement and legislation for change of working 
practices activities will be completed in line with government requirements. 
 
 
2.3 Recovery Plan Phases 
 
The activities necessary to recover from a system or facilities major disruption or disaster at BDG will be divided 
into four phases. Each phase follows consecutive the from the last: 
 
Phase 1. Disaster Occurrence 
 
Phase 1 begins with the occurrence of the disaster or disruption event and continues until the decision is made to 
activate the Plan. Phase 1,  major activities in are:  

• emergency response measures,  
• notification of the senior management,  
• damage assessment,  
• declaration of the disaster. 

 
Phase 2. Plan Activation 
 
The Plan is put into effect in Phase 2. Phase 2 continues until the alternate facility is occupied or back-
up/replacement systems are established. Phase 2, major activities include:  

• notification and assembly of the relevant recover personnel,  
• implementation of interim procedures,  
• relocation to the alternate site,  
• and re-establishment of technical systems and data communications. 

 
Phase 3. Alternate Site or System Operations  
 
Phase 3 begins after alternate site, working practices and or systems operations are established and continues 
until the primary site or system is restored. The primary activities during Phase 3 are:  

• restarting business processes,  
• backlog reduction,  
• alternate site and system processing procedures. 
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Phase 4. Transition to Regular Operations 
 
Phase 4 consists of any and all activities necessary to make the transition back to regular operations, undertaken 
in a controlled and monitored manner. 
 
 
2.4 Records Back-Up 
 
Any company records that are stored in hard copy are also stored electronically. Electronically stored backups 
minimise the need for hard copy backups at different sites or in different locations. 
 
The following categories of information can be exposed to loss: 
 

1. Archived company data with no operational utility. 
2. Data stored locally on computer hard drives. 
3. Any work in progress. 
4. Received and unopened post. 

 
 
2.5 Access to Computer Systems 
 
The BDG IT provider (Kixo IT Solutions), implement and manage their own Business Continuity Plan and Disaster 
Recovery Plan in the result of a systems failure or data loss at the BDG. Should business operations move to an 
alternate site Kixo would initiate and manage the staff use of remote connection to the company's servers using a 
virtual private network before installing / implementing BDG hardware to reconnect to the BDG fixed network.  
 
Where access to a database or its underlying data is compromised or corrupted, a prior version of that database 
will be installed from a back-up version. Back-up versions of all systems used by the BDG are taken daily and 
transferred via secure file transfer protocol. All BDG IT systems, and BDG company servers, are backed up to 
multiple locations and managed by our IT provider. In the event of systems failure, downtime would be around 
two hours to establish backups.  
 
BDG NCS contracts call for specialised voice over internet protocol software – New Voice Media – to which we 
connect via a Salesforce database. Loss to our network would affect our ability to use this system. In such an 
event, relevant staff would relocate to the BDG Bristol office where space is leased with such an event in mind. 
The BDG have extra room and a high-powered internet connection to handle a major disruption or disaster 
scenario.  
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3.0 Response Teams 
 
3.1 Purpose and Objective 
 
The Plan identifies who will participate in the recovery process for BDG. Participants are allocated to teams, each 
team has a team leader, and an alternate leader. Other team members are assigned specific tasks as needed. 
 
3.2 Response Team Roles and Descriptions 
 
Roles in this Plan are allocated broadly along skill-based lines. That is, if a department or employee specialises in 
and performs a communications role day to day they will likely be allocated a communications role in this plan. 
 
Logistics and Recovery Team 
Team Lead: Head of Operations 
Alternate Team Lead: Operations Manager 
Roles in this plan: Ensuring all necessary materials are moved from primary sites to alternate sites, as necessary. 
This includes assisting personnel with travel and redirection of regular deliveries and supplier activities. This team 
will also lead on tracking any insurance claims that need to be made. 
 
Communications Team 
Team Lead: Digital Marketing Manager 
Alternate Team Lead: Social Media and Marketing Assistant 
Roles in this plan: Providing information externally regarding the disruption or disaster recovery efforts. This 
includes communicating with senior management or company members located away from the disruption or 
disaster, as well as customers, suppliers, contractors, regulatory agencies, the media, other stakeholders. 
 
Human Resources Team 
Team Lead: Head of Staffing 
Alternate Team Lead: Staffing Manager 
Roles in this plan: Providing information about the disruption or disaster recovery efforts to employees and 
families. Assisting in arranging advances if required for additional travel expense. Notifying colleagues' emergency 
contacts of injury or fatality. Ensuring all life, health, accident, and other insurance claims are processed as 
needed. Coordinating temporary accommodation as needed. 
 
Administration Team 
Team Lead: Finance and Support Services Manager 
Alternate Team Lead: Assistant Office Manager  
Roles in this plan: Assisting recovery personnel with tasks and errands as required. Helping purchase equipment 
and materials and other items and services as the disruption or disaster dictates. Tracking costs associated with 
the recovery effort. Arranging employee travel. Contacting suppliers to schedule specific start dates for the 
repairs. Taking appropriate actions to safeguard equipment from further damage or deterioration. 
 
Systems Team 
Team Lead: Technical Systems Lead 
Alternate Team Lead: Data and Systems Manager 
Role in this plan: Activating any additional IT technology recovery or continuity plans as needed. Managing the IT 
disruption or disaster processes as necessary; mobilising and managing the deployment or redeployment of IT 
resources. Assisting with the installation of new equipment and coordinating all communications related activities 
with telephones and data communications. Testing equipment. Aiding with the transfer of operations should it be 
needed. 
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Management Team 
Team Lead: Executive Management / Executive Chairman 
Alternate Team Lead: Director of NCS 
Role in this plan: Executing this Business Continuity Plan as required; declaring a disaster. Coordinating the 
company's response. 
 
Emergency Response Team 
This team will be comprised of external experts responsible – in the first phase of this plan's activities – for the 
safety of all employees. They will also be in charge of inspecting physical structures as needed and judging their 
damage. Providing detailed damage assessment reports. 
 
 
4.0 Recovery Procedures 
 
Purpose and Objective 
 
The Plan describes the specific activities and tasks that are to be carried out in the recovery process for the BDG. 
Given the Business Continuity Strategy outlined in section 2, this section turns those strategies into specific 
instructions to take place during the recovery phase.  
 
The general recovery procedures are organised in roughly chronological order as described in section 2.4. Each 
activity is assigned to one of the response teams outline in section 3.2. 
 
 
4.1 Recovery Activities and Tasks 
 
Phase 1: Disaster Occurrence 

Activity Team Responsible Key Tasks 
Response to disruption or 
disaster 

All employees Assess situation; staff health; 
building/system/staff damage 
assessment 

Notification of 
management team 

Communications Team Phone first, but follow with multiple 
channel communication if needed 

Preliminary damage 
assessment 

Emergency Response 
Team/Systems Team 

Assess extent of disaster or disruption 

Declaration of a 
disaster/disruption 

Managing Director Declaration made after assembling as 
many facts as possible 

Assembly of relevant 
response teams 

Logistics and Recovery Team Call each team leader; review recovery 
strategy 

Relocation to alternate 
site; redeployment of 
alternate technical system; 
other disaster mitigation 

All critical or relevant teams Consult with all relevant teams; 
preserve/maintain as much normal 
operating practice and systems as 
possible 

Implement interim 
procedures 

Management Team Gather vital records, supplies as needed; 
prioritise work activities 

Establish or re-establish 
normal working practices 

Systems Team/ Logistics and 
Recovery Team 

Focus on business-critical tasks and 
teams; IT service; space allocation as 
necessary 
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Transition back to normal 
operations 

Management Team/ Systems 
Team/ Logistics and Recovery 
Team 

Return to systems/location/general 
working practices 

 
 
5. Disaster and Failure Scenarios 
 
5.1 Purpose and objective 
 
The following examples outline possible disaster scenarios and BDG approach to each. There is detail given in 
each scenario regarding our preparation and mitigation to avoid such events, as well as our internal scoring 
mechanisms to estimate the likelihood and severity of such events. 
 
5.2 Probability and Consequence Scoring 
 
When analysing the potential for crises which could affect the BDG day to day operations, BDG look at the 
probability, frequency and consequence of events which could affect our business and our clients in a negative 
way. We use a numerical scale to quantify the potential impact of a crisis, and formulate this scale thus: 
 
Probability and possible consequence for each factor are scored from 1-5. The scores are multiplied together, the 
product gives an action score which is then analysed. Scores between 1 and 5 are considered unlikely to occur 
and inconsequential if they did. We choose to not plan for such eventualities since the costs of doing so would 
outweigh the cost of rectifying the problem should it occur. Scores between 6 and 19 inclusive are analysed, 
planned for, and reviewed. Scores of >20 are considered to have such risk that immediate management attention 
is required to ensure no disruption to business activity occurs. Following immediate attention and review by our 
senior management team, the >20 scores then fall into the 6-19 range and are reviewed and planned for 
accordingly. Probability, consequence, and action scores are shown below. 
 

  Very Likely Unlikely Possible Likely Highly Likely 

Probability 1 2 3 4 5 

  Minimal Slight Moderate Significant Severe 

Consequence 1 2 3 4 5 

  0-5 06-10 11-15 16-20 21-25 
Action No Action Plan and 

Review 
Plan and 
Review 

Plan and 
Review 

Immediate 
Action 

 
 
5.3 Scenario Examples 
 
5.3.1 BDG IT Systems 
 
BDG servers across the company run the following systems: Windows Server 2019 Standard, Windows Server 
2016 Standard, and Microsoft Hyper-V Server 2019. Our laptop and desktop computers all run Windows 10 
Professional, including standard Microsoft Office packages. Around eight machines run specialist software 
packages: Sage Accounts, Adobe Creative Suite. Out IT provider, Kixo IT Solutions, provide us with proactive and 
reactive protection of our IT systems and processes under a standard maintenance agreement. Our machines are 
managed using Microsoft's Active Directory Office 365 licences and are set to back up using Microsoft's systems. 
This process backs up all data and operating systems. All machines are encrypted using Microsoft's BitLocker 
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package. Full system recovery of servers and files is possible as needed and data are stored in separate locations 
should one site go down. 
 
5.3.2 Agreed Strategy for Disaster 
 
In the event of any breakdown of the general office software, it is highly likely that the breakdown will be of a 
short duration and will be rectified by our IT providers remotely. It is expected that any breakdown would be 
rectified within 4 hours. 
Other forms of communication will be used should urgent and essential dealings be required during this time. 
 
5.3.3 Building Inaccessible 
 
There is the possibility that access to one of our offices may be restricted due to adverse weather conditions such 
as snow and ice. It may also be the case that the use of one of our offices is not possible due to utility failure or 
fire. 
 
5.3.4 Agreed Strategy for Disaster 
 
As detailed above in 2.3, were any of the BDG offices to become unusable, BDG would relocate staff too one of 
BDG other office locations. These all have access to our network and company IT infrastructure. Key staff will be 
able to manage business operations from here. Additionally, many of the BDG staff (the BDG the systems and 
capability to extend this to all staff) are prepared for remote working and could do so in a disaster scenario. They 
could use a virtual private network – set up on company machines by default – to access our systems. We expect 
that any event such as this, would compromise our dealings with clients for no more than a 24-hour period, with 
normal functioning of our operations following immediately after. The company has databases accessible via web 
browser from which to retrieve contact details and records for project stakeholders and staff, so communication 
throughout will remain constant. The company’s insurances mean that in the medium term, alternative premises 
can be provided to allow us to return to normal working conditions. 
 
In the event of a power cut we have an Uninterruptible Power Supply (“UPS”). This filters the incoming mains 
power supply before it reaches critical network components, including the server, network switches and router, 
an APC UPS is installed in the data cabinet and connected directly to the server which provides for monitoring and 
management via the APC Powerchute application. Kixo monitor the status of the UPS and logged events, such as 
fluctuations in power supply, outages, ]and battery condition, on an ongoing basis under the maintenance 
agreement. 
 
5.3.5 Loss or Illness of Key Staff 
 
5.3.6 Agreed Strategy 
 
If one of BDG key staff suffers from a long-term illness, ceases to work for the company, or dies, the company will 
be able to continue and meet its contractual obligations. A list of essential staff is shown here, along with 
arrangements for cover: 
 
1. Geoff Parsons (Executive Chairman) – Executive Management Team (Director of NCS and Director of 

Programmes). 
2. Member of the Executive Management Team – Geoff Parsons, then permanent replacement. 
3. Richard Shaw (Director of NCS) – Robbie Ridler (Deputy Director of NCS) 
4. Louise Curd (Director of Programmes) – Mike Ridler (Head of Education and Business Development) 
 
Each replacement member of staff shown has experience and understanding of the role they are expected to 
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cover or has extensive experience that qualifies them for such a role. Should more than one of our key staff no 
longer be with the company, permanent replacements will be arranged through our agencies or extensive 
contacts. 
 
5.3.7 Outbreak of Disease and / or Infection 
 
Current assumptions suggest absence rates for illness may reach 12% of the workforce at its peak. The best 
current estimate for length of illness is that: 
 
• Half those people becoming ill will recover within 7 calendar days 
• 25% will need between eight and 10 calendar days to recover  
• 25% will have symptoms for 11 or more calendar days 
 
Current data suggest that people will be unavailable for work for an average of 10 calendar days for cases without 
complications, and 14 calendar days for those who experience complications. Included in these durations, is the 
expected recuperation period. Also included is the estimate for those at home caring for ill children/parents. 
School closures (and the impact this has on childcare) are not included.  
 
The symptoms of flu include: 
 
• Headache 
• Runny nose 
• Sore throat 
• Aching muscles 
• Loss of appetite 
• Unusual tiredness 
• Diarrhoea or vomiting  
• Shortness of breath or cough 
 
These symptoms are regularly communicated to all employees, who are encouraged to go home and stay at 
home if they display these symptoms. They are encouraged to return only when they are better. If the individual 
is not able to leave immediately, they are encouraged to adopt good hygiene practice, and avoid contact with 
others. Site managers and senior managers are able to request that an employee leaves the workplace (if showing 
serious and obvious symptoms of flu or symptoms of other possibly infectious illnesses and refusing to leave 
work) if they feel it is for the good of the individual, and the greater good of all employees. 
 
Good hygiene is encouraged generally, with employees being urged to wash their hands, and make use of the 
tissues and sanitizing gel which has been made available to them by the company. Learn by Design does not 
intend to close for 
business to prevent outbreaks of flu or similar communicable diseases. It is felt that the measures outlined, and 
effective communication of the seriousness of viruses, will enable the company to fulfil its contractual 
agreements. 
 
5.3.8 Agreed Strategy 
 
If multiple employees are struck down by illness, infectious or otherwise, at any time, the company could 
continue to provide its services. Numerous employees have shown willingness to work more than a 48 hours per 
week (agreement to be in writing). With no further special measure, this would allow our employees to work a 
maximum 78 hours per week if our situation became critical (11 hours rest per day x 6 days + 24 hours 
uninterrupted rest = 90 hours. 168 hours per week – 90 hours = 78 hours). These arrangements for new working 
hours will be instigated immediately after it becomes apparent that there may be a shortfall in resource. 
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6.0 Testing the Business Continuity Plan 
 
It is essential that the Plan is tested at least annually, to ensure the plan is effective and fulfills its reason for 
existence: to minimize disruption.  The BDG undertakes periodic testing of the plan, with particular focus on the 
possibility of IT and communications failure.  This is done in conjunction with Kixo Ltd and has thus far found the 
systems we have in place suitable and sufficient.  The Governance and Compliance Manager will decide when 
these tests will take place, and they will not be made known to staff before they are announced. The results of 
these tests will be measured, to ensure that business continuity is maintained, and that contractual obligations to 
our clients are fulfilled.  
 
 
7.0 Updating and Review 
 
The Business Continuity Plan will be reviewed annually or after any significant incident. It is the responsibility of 
the Governance and Compliance Manager to ensure this takes place. 
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